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ABSTRACT
This paper presents the Instruction-Level Abstraction (ILA) as a
hardware-software interface specification for accelerator-rich archi-
tectures. The ILA provides a common framework for formal func-
tional specification of processors and accelerator behavior, verify-
ing their implementations, and reasoning about software-hardware
interactions of programs with accelerators. The ILA-MCM specifi-
cation extends the ILA to enable reasoning about interactions of
accelerators with other compute engines (processors and accelera-
tors) through shared memory.

1 INTRODUCTION
The current trend of accelerator-rich platforms poses two distinct
challenges. The first challenge is how to construct meaningful spec-
ifications for accelerators that describe the behavior exposed at
the hardware-software interface. Such specifications are important
both in design and verification, for example, driving software and
firmware development even before the hardware is “taped-out,” and
ensuring software portability between different generations of an
accelerator architecture. The second challenge is how to separate
the hardware and software verification concerns. For software that
runs exclusively on a general-purpose processor, its execution se-
mantics are defined by the processor’s instruction set architecture
(ISA) specification. Thus, the ISA serves as a suitable abstraction of
the underlying processor hardware for software verification. How-
ever, similar abstractions for reasoning about software interacting
with accelerators are lacking.

To address these challenges, we have proposed a uniform and
formal abstraction/specification for processors and accelerators that
captures their software-visible functionality [4]. This abstraction
is called an Instruction-Level Abstraction (ILA) and is based on
the familiar notion of computation triggered by “instructions.” For
accelerators, the instructions are the commands at the interface
that update software-visible (viz. architectural) state variables.

2 ILA FOR SPECIFICATION
Top-down an ILA provides a specification for functional verification
of hardware, and bottom-up it provides an abstraction for software-
hardware co-verification.

The ILA, like an ISA, provides: (a) a modular functional specifi-
cation as a set of instructions; (b) a meaningful state abstraction in
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MMIO Access Instruction
WR base+0xff00 START_ENCRYPT

RD base+0xff00 GET_STATUS

WR/RD base+0xff02 WR/RD_ADDR

WR/RD base+0xff10 WR/RD_KEY

WR/RD base+0xff20 WR/RD_CTR

// Instruction WR/RD_ADDR:

𝛿ଵ ≝ (InAddr = 0xFF02)

𝑁ଵ Addr ≝ ite Cmd = 1, InData, Addr

𝑁ଵ OutData ≝ ite Cmd = 0, Addr, 0
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“instructions”: [{
“instruction”  : “WR_ADDR”,
“ready_signal” : “RTL.xram_ack_delay_1”,
“max_bound”    : 20

}, …]

“state_mapping”: {
“aes_address” : “RTL.aes_reg_opaddr_i.reg_out”,
“aes_length”  : “RTL.aes_reg_oplen_i.reg_out”,
… 

}

“state_mapping”: {
“aes_address” : “RTL.aes_reg_opaddr_i.reg_out”,
“aes_length”  : “RTL.aes_reg_oplen_i.reg_out”,
… },

“instructions”: [{
“instruction”  : “WR_ADDR”,
“ready_signal” : “RTL.xram_ack_delay_1”,
“max_bound”    : 20

}, …]

Figure 1: The ILAmodel sketch for an AES block encryption
accelerator

terms of architectural state; and (c) a specification for each instruc-
tion in the form of state update functions for architectural state
variables (and potentially with child-instructions for hierarchical
specifications). Figure 1 shows an example of the ILA model for an
AES block encryption accelerator with its architectural state vari-
ables and the specification of instructions that describe how these
architectural state variables are updated. Note that each instruc-
tion here corresponds to a memory-mapped input/output (MMIO)
access from a program running on a host processor.

3 APPLICATIONS OF ILA-BASED
VERIFICATION

With the ILA, one can separately verify that an ILA model is a
correct abstraction (at the instruction-level) of a given hardware
implementation by verifying it against the Register-Transfer Level
(RTL) design and then use this sound abstraction for system-level
verification (e.g., hardware/software co-verification).
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Figure 2: ILA-based implementation verification flow

3.1 ILA for Accelerator Implementation
Verification

The flow of ILA vs. RTL implementation verification (both formal
and simulation-based) is shown in Figure 2, where the ILAng plat-
form supports modeling and verification using ILAs [6]. As the ILA
and RTL are models at two different levels of abstraction, a refine-
ment map [9, 10] is needed to connect the two levels during verifi-
cation. This refinement map specifies: (1) which variables to check,
i.e., a variable mapping between architectural (software-visible)
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state variables in the ILA and the corresponding RTL variables, and
(2) when to check, i.e., identifying when the corresponding vari-
ables should be checked in the two models. For (2), we only require
users to provide the instruction completion condition. We believe
such a condition is usually not too difficult to specify, because it
is a common design practice to have a commit/finish signal for a
command/operation in RTL.
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Figure 3: An example of refinement map

The refinement map in ILAng uses the JSON format. An example
of the refinement map is shown in Figure 3, with variable map-
ping on the left and the instruction completion condition on the
right. Variable mapping describes relations between architectural
state variables in the ILA and the RTL signals. It supports com-
plex mapping relations using conditions and auxiliary variables.
The instruction completion condition accepts a commit signal or
a cycle-bound. For many common design styles (e.g., pipelining,
resource time-multiplexing etc.), we add constructs to make it con-
venient to write the refinement map. For more information about
the refinement map, readers can refer to our online document [15].

3.1.1 Formal Verification. As shown in Figure 2, the ILAng frame-
work can automatically generate formal properties in SystemVer-
ilog Assertions (SVAs) that can be used with off-the-shelf model
checkers, either commercially available (Cadence JasperGold [2])
or open-source (Pono [8]). This formal verification flow avoids the
need for manually generated ad-hoc properties and ensures full
coverage of the functional specification.

3.1.2 Simulation-based Validation. As an alternative to formal
verification, the ILAng framework also supports simulation-based
validation by automatically synthesizing an executable model from
the ILA specification of an accelerator. We also support multi-level
simulation, where the ILA and RTL models run side-by-side with
simulation states compared at each checkpoint (e.g., after each
instruction, or at certain conditions), and switching between the
high-level ILA and low-level RTL simulation.

The above verification approaches have already been used in
prior processor verification practices [1, 11–13]. The ILA model
allows us to successfully leverage them in an automated way to
support accelerator verification.

3.2 ILA for Hardware-Software Co-Verification
As the ILA is an abstraction of accelerators at their interface, it
can be used to replace a low-level model in the hardware-software
co-verification setting. Our previous works covered the detailed
techniques and application case studies for both simulation-based
validation [14] and formal hardware-software co-verification [5].

For the verification at the system-level, one also needs to take
memory consistency issues into consideration. The ILA-MCM spec-
ification extends the ILA to enable reasoning about interactions of
accelerators with other compute engines (processors and accelera-
tors) through shared memory [16].

4 CASE STUDY: AN AES ENCRYPTION
ACCELERATOR

This accelerator uses the encryption engine from OpenCores [3]
and is available in the form of a Verilog RTL model (LoC: 1217). The
ILA and RTL models and the verification setup for this case study
are available in our ILA Modeling DataBase (IMDB) on Github [7].
More detailed case studies can be found in our previous work [4].

At the high-level, the accelerator receives configurations like
the encryption key via MMIO commands and uses DMA to ex-
change data with the shared memory. These MMIO commands (and
therefore, instructions) have been listed in Figure 1. Among them,
the command START_ENCRYPT is used to trigger the accelerator to
perform a sequence of steps for encryption of a block.

In this case study, the AES ILA model is manually written (C++,
LoC: 433). The ILA model is significantly smaller than the final RTL
implementation, making ILA an attractive entry point for verifica-
tion and validation. The ILA model captures the MMIO interface
of the commands together with specification of the computation
performed by the accelerator. The instruction for START_ENCRYPT has
the most complex specification and uses a hierarchical description
to efficiently represent the 10-round AES-128 encryption function
as well as the block-level looping through the plaintext.

With the ILA model as a specification, we can formally verify
the RTL implementation of the accelerator. Here we make use of
the model checker Pono and the total verification time is 17min on
a machine with Intel Core i5-8300H CPU and 32GB RAM.

After passing the ILA vs. RTL verification, the ILA model be-
comes a reliable abstraction of RTL and therefore, can be used in
system-level verification. Our experiment showed that the auto-
generated simulation model from AES ILA runs at a speed of
7.3µs/instruction, which provides about 53x speed-up compared to
simulating the RTL model (387µs/instruction).

5 CONCLUSION
The instruction-level abstraction (ILA) captures the behavior of ac-
celerators at the hardware-software interface, much as the ISA has
done for processors. The ILA-MCM extension enables reasoning
about interactions of accelerators and processors through shared
memory. This paper provides an overview of the ILA for speci-
fication and verification of accelerators. This uniform hardware-
software interface also serves as a compilation target for application
development that largely uses existing compilation flows.
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