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Abstract

Type systems have been remarkably successful within the
software engineering community as a lightweight mecha-
nism for formal verification: sophisticated type systems, such
as Rust’s, can prove properties such as memory safety with-
out imposing any overheads. However, type-based approaches
have seen little development for hardware description lan-
guages (HDLs): most state-of-the-art languages provide sim-
ple guarantees that do not dramatically reduce the verifi-
cation burden. We define more powerful criteria for safe
hardware design, discuss how language-based approaches
enforce these properties in recent HDLs, and make a case
for the development of sophisticated type systems for HDLs
that provide order-of-magnitude improvements in the hard-
ware verification process.

1 Type Safety

Legacy HDLs [5] provided minimal static checking; a com-
mon source of bugs was bitwidth mismatches, where an in-
put port on a module might expect 8-bit signals, but the user
was allowed to connect a 16-bit value, which silently lost in-
formation. Modern HDLs [1, 2, 6, 9] remedy this problem by
performing type checking and generating a compile-time er-
ror message; if the user wants to connect a 16-bit wire to an
8-bit port, they have to explicit truncate the signal.

Type safety is a design-time property: at the netlist-level,
the circuit does not distinguish between bits that represent
packet headers from those that represent the mantissa of
a floating-point number. However, by statically specifying
this information, an HDL can automatically check if there
are any logical bugs that treat an packet header as a man-
tissa. Furthermore, because this enforcement is completely
static, it has no overhead in the final circuit.

However, type safety alone is not enough to guarantee
correctness. For example, in software languages like C, a
type-safe program can still be wrong due memory manage-
ment bugs such as double-frees and use-after-free. Such bugs,
called memory safety violations, are ubiquitous: they can
arise in any program, regardless of the specific application
logic. Because of this ubiquity and the challenge of debug-
ging them, the software community categorized and formally
defined memory safety as an important design criterion for
new languages.

This shared definition enabled development of many dif-
ferent static and dynamic approaches to enforcing memory
safety as well as a clear understanding of the trade-offs.!

This statement is broadly true but the definition of memory-safety is still
being debated in the parallel program setting [7, 8].

We argue that hardware design should similarly define
richer notions of safety which categorizes a ubiquitous class
of bugs that should be eliminated through language design.
We identify structural hazards as a possible candidate for
such a definition of safety, give a precise definition, and use
it to characterize existing HDLs and their capabilities.

2 Eliminating Structural Hazards

Pipeline hazards, commonly taught in the context of pro-
cessor design, fall into three categories: structural hazards,
which relate to resource use violations, data hazards, which
correspond to data races, and control hazards, which arise
from speculative execution of unresolved branches. Pipeline
hazards are important because they are a prerequisite for
functional correctness: a design that has a hazard cannot
implement a higher-level specification. Of these, data and
control hazards are application-specific: they arise because
a processor has to appear as if it is executing instructions se-
quentially. On the other hand, structural hazards can ubiqui-
tously appear in any pipelined hardware design and is, there-
fore, a candidate for a richer definition of safety.

We provide a definition of structural hazards indepen-
dent of their appearance in a processor pipeline. An abstract
pipeline consists of stages, each of which acts as either a pro-
ducer or a consumer. Structural hazards occur when there
is a violation in how producers and consumers interact.

Specifically, building on Filament’s formalism [10], there
are two causes of a structural hazard: (1) if a consumer reads
an invalid value (i.e., a value not marked as valid by the pro-
ducer), and (2) if a producer assumes that the consumer ac-
cepted a value from it when it did not. The two definitions
of safety correspond to these errors.

Latency safety. Atthe netlist-level, circuits continuously
read and write values to wires. At the design-level, the pro-
grammer has to define which signals are meaningful and
should be used to perform a computation. This is usually
done through a protocol, which defines how physical signals
should be used over time. For example, a producer might
provide an explicit 1-bit valid signal that the consumer
must check before using the value on the data signal. Simi-
larly, a producer might declare its latency is four cycles and
the consumer is responsible for tracking the passage of time
and read the output on the correct cycle.

However, like data types, protocols are a purely semantic
concepts; they do not exist within the netlist. Therefore, fail-
ing to follow such protocols leads to silent data corruption
which is hard to debug. A latency-safe HDL guarantees
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HDLs Abstraction Type Latency Resource Fully Expressive
Embedded [1, 2, 6] RTL v X X v
Rules-based [3, 12] Atomic Actions v Programmatic Dynamic v
Synchronous [4, 13, 14] Pipelines v v X X
Filament [10, 11] Pipelines Ve v v X
Anvil [15] Message-passing v/ v Programmatic 4

Table 1. Safety properties in HDLs. Type safety ensures that bits on a wire represent semantic data structures, latency safety
ensures that values are read when they are meaningful, and resource safety ensures that resources are used when they are
available. Safety guarantees are enforced at compile time (v'), through extra circuitry (Dynamic), or through language ab-
stractions (Programmatic). Fully expressive means that the language can express arbitrary circuits.

that whenever a signal value is used, it is semantically
meaningful, as defined by a protocol.

Resource safety. On the consumer side, a module uses
a protocol to define when it can accept new inputs, i.e., its
reuse constraint. For example, it might use a 1-bit ready sig-
nal to indicate that it can accept new inputs or statically de-
clare that it can accept new inputs every two cycles. Once
again, these guidelines are purely semantic but failing to
follow them creates logical errors in the design which are
hard to debug. A resource-safe HDL guarantees that all
reuse constraints on resources are respected.

3 Analysis

To demonstrate the utility of our two definitions of safety,
we taxonomize the capabilities of existing HDLs. Concretely,
latency and resource safety can be enforced in three ways:

1. Language abstractions: By making unsafe programs
unrepresentable through structured abstractions.

2. Dynamically: By generating circuitry that dynamically
ensures absence of safety violations.

3. Statically: Through the use of static mechanisms such
as type systems.

Table 1 overviews existing HDLs and their safety enforce-
ment mechanisms. Traditional and modern HDLs do not
provide safety guarantees so we elide their discussion.

Bluespec. Bluespec modules are organized as rules—single-
cycle computations with a combinational guard that deter-
mines if the rule can execute in a given cycle. Rules can
use overlapping sets of resources which creates opportuni-
ties for resource safety violations. However, Bluespec’s com-
piler analyzes all the rules and synthesizes a scheduler which
dynamically detects and eliminates conflicts by aborting the
execution of conflicting rules.

Next, methods provide a structured way for Bluespec mod-
ules to communicate and enforce latency safety. For exam-
ple, performing a push or peek on a FIFO is done by call-
ing the respective method on an instance. Bluespec’s com-
piler then generates a enable-ready interface to activate

the method and ensure that it receives meaningful data, en-
suring latency safety. The downside is all modules in Blue-
spec must use the same interface.

By our definitions, Bluespec is arguably the first safe HDL.
However, its safety guarantees are tied to its abstractions: a
programmer must reorganize their programs to use meth-
ods and rules and must pay the cost of scheduling circuit.?

Synchronous HDLs. Synchronous HDLs such as Spade [13],
SUS [14], and TL-Verilog [4], use a type system to enforce la-
tency safety. Pipelines and registers are first-class constructs
in such languages and allow the type system to track the cy-
cle in which a signal is produced using a latency tag. If a com-
binational computation attempts to use signals with differ-
ent latency tags, the user gets a compile-time error message
indicating that the pipeline may be imbalanced. Some em-
bedded HDLs [1, 6] also provide this reasoning capability.
However, this approach only works with statically-known
latencies and does not allow for variable latency computa-
tions. Most HDLs in this category provide escape hatches to
latency safety to allow for general purpose design and there-
fore do not guarantee that all programs are latency safe. Syn-
chronous HDLs do not provide resource safety. For exam-
ple, Spade and Sus do not support reasoning about partially
pipelined modules.

Filament. Filament [10] introduced the concept of latency
safety and resource safety and demonstrated that they can
be enforced using purely static reasoning. Module signatures
in Filament use events—which model valid signals—and avail-
ability intervals—which capture when signals are required
and provided—to track the timing behavior of a module. Events
additionally provide a delay which describes how often the
valid signal can be toggled and therefore captures the reuse
constraint for a module. Filament’s type system statically
guarantees that all signals are used when they are available
(as defined by their availability interval) and modules are
sent inputs at a rate they can accept them.

Filament’s approach is expressive and zero-cost: latency
and resource safety are enforced purely through type-level

2Advanced users can eliminate much of the scheduling circuitry but need
to carefully reason about correctness.
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reasoning and impose no overhead in the final circuit. Fur-
thermore, the general abstractions of events and intervals
can provide a type for every circuit with input-independent
timing behavior. These ideas have recently been extended to
parameterized designs enabling Filament to provide a first
of its kind guarantee that all possible parameterizations of a
design are safe. However, like synchronous HDLs, Filament
is limited to static pipelines and cannot express circuits with
input-dependent timing behaviors.

Anvil. Anvil uses the message passing abstraction to de-
scribe hardware designs: modules use the send and recv
operators to pass signals through channels and Anvil’s com-
piler synthesizes a ready-valid interface for each channel.
Anvil defines a type system that uses Filament’s abstrac-
tions of events and availability intervals to guarantee timing
safety which combines latency safety along with a guaran-
tee that registers are not mutated before a future computa-
tion needs to use their value. Finally, it guarantees resource
safety by programmatically disallowing reuse of channels

which limits expressivity. Anvil, like Bluespec, enables general-

purpose and safe hardware design but suffers from the ab-
straction overhead: designs must use the message passing
abstraction.

4 Alternative Properties

Our proposed definitions of latency and resource safety rep-
resents a ubiquitous class of bugs and taxonomize existing
approaches and provide a unified framework to understand
the guarantees of different HDLs. We overview some alter-
native properties proposed in the community.

Transactional updates. Like all concurrent programming
models, hardware design needs to contend with interleaved
state updates. Bluespec’s programming model allows designs
to group together logically related state updates into an atomic
action and ensures that such a group appears to execute as
a transaction. The property is cross-cutting and hierarchi-
cal: a rule might affect the state of other modules by call-
ing methods, which might themselves call rules, creating a
cascade of changes that execute atomically. While elegant
and powerful, this property is expensive to enforce dynami-
cally. To our knowledge, no static approaches for enforcing
transactional updates have been proposed for HDLs. We hy-
pothesize any such approach would either reject too many
useful programs or run into expressivity limitations due to
over-approximation needed for sound enforcement.

Timing safety. Anvil defines timing safety through three
requirements on its messaging passing primitives (send and
recv): (1) VALID USE: values are used when they are valid, (2)
VALID REGISTER MUTATION: registers are not mutated while
they are loaned (i.e., some future computation depends on
their value), and (3) VALID MESSAGE SEND: values are pro-
vided for the duration and messages do not overlap. These

properties are equivalent to latency and resource safety: vaLID
USE and the first part of VALID MESSAGE SEND correspond to
the consumer and producer side requirements for latency
safety while the absence of overlapping messages is required
by resource safety. Finally, VALID REGISTER MUTATION is also
required for resource safety since Anvil treats registers as a
built-in primitive; within Filament, the same property is au-
tomatically enforced as a consequence of general constraints
on availability intervals.

5 Conclusion

New abstractions for safe hardware design can transform
the discipline and bring the reusability and reliability that
are widely available in the software community. Achieving
this vision requires the community to crisply define and
unite behind the goal and tackle it with tools, techniques,
and linguistic abstractions!
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